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COURSE ANNOUNCEMENT
8-Hr. CyberCrime, Identity Theft, and Online Scams
1/20/16 Chico CA
Wednesday January 21st, 2016-Butte County Probation

This exciting course provides an overview of how criminals use the internet and computers
to commit fraud, theft, and other serious crimes.
Students will leave the course with a better understanding of what to look for when
investigating crimes and supervising offenders on probation or parole. Students also will
learn how to protect themselves and their friends and family when using technology.




















Online Fraud
Email Phishing Scams
Tax Fraud
Identity Theft
Credit Card Theft and Fraud.
Social Media as Evidence and Intelligence
Recovering evidence from computers and cell phones
Opting out of the internet for officers (removing personal data such as addresses
from the internet)
Tips Tricks and Techniques to keep personal data safe.
How the deep dark web works and how criminals use it to commit crime.
Tor and surfing the web anonymously
Bitcoin and other online virtual currency
Hacking attacks by foreign countries
How the Russian Mob and the Chinese Government infiltrate our computer systems.
The NSA and our national data centers.
Technology for Probation and Parole
Beyond GPS supervision
Identity Theft Monitoring Services and their effectiveness.

About the Instructor: Erik J. McCauley has been instructing law enforcement for over 25 years.
Erik was the lead investigator of Orange County Probation’s High Tech Computer Forensics Lab
and is president of EJM DIGITAL LLC. Erik has been searching the digital devices of high risk
offenders for over a decade and has been recognized on a local, state, and national level for his
work in the area of Digital Investigation and high risk offender supervision. Erik has trained over
5000 sworn officers from over 200 local, state and federal agencies in the use of Field Search, and
is the most experienced Certified Field Search Instructor (CFSI) in the nation. Erik is a Licensed
Private Investigator, Certified Forensic Analyst, and Cyber-Security Consultant.
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